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1 Introduction 
The purpose of this guide is to provide a quick start guide to configuring an Azotel HIB-C gateway 
or MikroTIk gateway and detailed instructions on how to use the Azotel SIMPLer system with 
Hotspot additions and a hotspot controller which can either be Azotel’s HIB-C (Hotspot-In-a-Box 
Client) or a MikroTik device. The Azotel SIMPLer hotspot system was built based on the 
requirements of a number of WISPs, and consists of four components: 

1) SIMPLer server to manage the system, issue tokens, etc (provided by Azotel) 

2) RADIUS server for authentication and accounting (provided by Azotel) 

3) HIB-C client or MikroTik device, which sits between the customers network and the 
Internet. 

4) Access network – could be Wi-Fi Access Points, metro MESH network, wired network 
(e.g. hotel/apartments), point-to-multipoint RF network, etc (provided by Operator) 

As it has been built on the requirements of a number of WISPs, Azotel’s Hotspot solution offers 
AEOs (Azotel Enabled Operators) a highly flexible and cost effective hotspot solution that can be 
swiftly and efficiently rolled out allowing the Operator full control over network access. Azotel’s 
hotspot solution also supports single or multiple hotspot locations offering an Operator a single 
platform from which to grow. 
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2 Hotspot System Overview 
The Hotspot billing solution proposed by Azotel is based on client-server environment. Azotel 
supplies the operator with a network device with HIB-C software, which acts as a hotspot gateway 
for the Operator’s customers. Starting up the hotspot services is very easy. To do that first: 

- get an Azotel HIB-C client device from Azotel 
- register an operator account with Azotel SIMPLer system 
- connect the HIB-C client to a broadband feed and a customers network (WiFi, Mesh, etc) 
- add a Hotspot entry to the database 
- add at least one product for the hotspot 
- generate tokens through tokens page or let your customers buy them online 

 

2.1 SIMPLer hotspot feature overview and compatibility 
   Hotspot Type 

Feature  Description HIB-
C 

MikroTik 

Flexible 
Product 
Definition 

Limit tokens by 
duration 

Tokens can be limited by duration (mins., 
hours, days, wweks, months) from first 
login, and/or by maximum continuous 
duration (mins.) This can be combined 
with a data limit, so that the token expires 
when whichever limit is reached first. 

 
✓ 

 

 
✓ 

 

 Limit tokens by data Tokens can be limited by total traffic 
(MB). This can be combined with a 
duration limit, so that the token expires 
when whichever limit is reached first. 
 

✓ 
 

✗ 

 Simultaneous use 
check 

Tokens can be configured to allow just a 
single concurrent user, or an unlimited 
number. 

✓ 
 

✓ 
 

 Fixed expiry date  Tokens can have a specific termination 
data, after which they can't be used. ✓ 

 
✓ 

 

 Hidden Products Products can be specified as hidden, so 
tokens using this product can be 
generated within SIMPLer, but cannot be 
purchased online. 

✓ 
 

✓ 
 

     

Flexible 
Pricing 
Options 

Ability to specifiy tax 
rate 

The tax rate to be applied to token 
charges can be specified for each product. ✓ 

 
✓ 

 Support for free 
service 

Tokens can be generated with a zero cost. 
This is useful if an operator wants to 
provide a free trial service. 

✓ 
 

✓ 
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 Single Usage Option This is typically used when a free trial 
service is provided. The MAC address is 
captured and recorded when a user signs 
up, and subsequent sign-ups for the same 
product by that MAC address are 
blocked. This prevents the same user 
from repeatedly signing up for the free 
trial service. 

 
✓ 

 

 
✓ 

 

     

Token 
Generation 

Online token 
purchases  

Tokens can be purchased online, with 
payments being processed via credit card 
through a credit card payment gateway. 

✓ 
 

✓ 

 Pre-generated tokens Tokens can be generated in advance 
within SIMPLer, so that they can be sold 
or distributed at retail outlets, hotel 
check-in desks etc. 

✓ 
 

✓ 
 

     

Bandwidth 
Management 

Maximum upload and 
download rates 

Maximum upload and download rates can 
be configured per token, so as to prevent 
heavy users from overloading the service. 

✓ 
 

✓ 
 

     

Usage Graphs  Per hotspot Overall usage graphs for the hotspot can 
be viewed, to help in diagnosing any 
network problems, and to ensure that the 
service is not being overloaded. 
 

✓ 
 
  
 ✗ 

 Per token Usage graphs per token can be viewed, to 
help understanding of customer usage 
patterns and diagnosis of any network 
problems. 

✓ 
 

✓ 
 

     

Radius 
Support 

Integrated Radius 
Server 

SIMPLer comes with an integrated 
Radius server, which stores and 
authenticates token data. 

✓ 
 

✓ 
 

 Token portability Tokens generated on one hotspot can be 
used on other hotspots. This allows 
customers purchasing longer-term tokens 
to have flexibility in where they use those 
tokens. 

✓ 
 

 

✓ 
 

     

Captive 
Portal 

Customisation of 
portal pages 

Captive portal pages can be customized 
to match the operator's branding, and the 
desired look and feel. 
 

✓ 
 

✓ 
 

 Sreamlined Where possible, data fields during the   



AZOTEL S07-01 v100 (2013-06) 
 

Azotel Confidential Proprietary 
© Azotel Technologies Ltd 2024 

6 

registration process sign up process are auto-populated. At 
the end of the process the user can login 
in with a single click using the token 
details, which have just been provided, 
rather than having to go back to the login 
page to enter these again. 

✓ 
 
  
 ✗ 

     

End User 
Portal 

Automatic portal 
creation 

When a user registers for the hotspot 
service, an individual end-user portal can 
be automatically created for them. 

✓ 
 

✓ 
 

 Ability to view and 
update personal 
details 

The end user can view and edit their 
personal details (name, address, email, 
phone etc.)  

✓ 
 

✓ 
 

 Ability to view and 
update credit card 
information  

The end user can view and update their 
credit card details, which can be used 
when purchasing additional tokens. 
 

✓ 
 

✓ 
 

 Ability to view toekn 
status 

The end user can view their current 
tokens, and the status of each of them.  ✓ ✓ 

 

 Ability to purchase 
additional tokens 

The end user can purchase additional 
tokens directly from the portal. ✓ ✓ 

 

     

Reporting  Hotspot Statistics The operator can view overall and per-
hotspot statistics. These include the 
number of tokens, usage, total income, 
total tax etc. 

✓ 
 

✓ 
 

     

Payment 
Gateways 

Authorize.Net SIMPLer supports an interface to the 
Authorize.Net payment gateway for 
processing of credit card charges. 
 

✓ 
 

✓ 
 

 Moneris SIMPLer supports an interface to the 
Moneris payment gateway for processing 
of credit card charges. 
 

✓ 
 

✓ 
 

 Paypal SIMPLer supports an interface to the 
PayPal payment gateway for processing 
of credit card charges. 
 

✓ 
 

✓ 
 

 Realex SIMPLer supports an interface to the 
Realex payment gateway for processing 
of credit card charges. 

✓ ✓ 
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2.2 Network Layout 
2.2.1 Simple Hotspot Network Example with HIB-C deployment  

 

Fig 2.2.1-1 Simple Example of Hotspot Network Diagram with HIB-C deployment 

2.2.2 Hotspot Network Example with Multiple Hotspot Locations with HIB-C 
deployment 

 

Fig 2.2.2-1 Hotspot Network Diagram with Multiple Hotspot Locations with HIB-C 
deployment 
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2.2.3 Simple Hotspot Network Example with MikroTik deployment 

 

Figure 2.2.3-1 Simple Example of a Hotspot Diagram with MikroTik deployment 

2.2.4 Hotspot Network Example with Multiple Hotspot Locations with MikroTik 
deployment 

 

Figure 2.2.4-1 Hotspot Network Diagram with Multiple Hotspot Locations with 
MikroTik Deployment 
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2.3 HIB-C and MikroTik Hotspot Set-Up guide 
2.3.1 HIB-C (Hotspot-In-a-Box-Client) Hotspot Set-Up Guide 

I. Connect the HIB-C 

1) Locate an optimum location in your network for the HIB-C.  

2) Connect the included crossover Ethernet network cable to the LAN3 port of the HIB-C 
(fig. 2.3.1-1). Connect the other end of the network cable to a Laptop or a Desktop PC.  

3) Note: Certain versions of the HIB-C hardware only contain two LAN ports – in this case 
connect the Ethernet network cable to the LAN1 port. 

 

Fig. 2.3.1-1. Azotel HIB-C back panel 

4) Connect the power adaptor to HIB-C’s Power port. Only use the power adapter supplied 
with the HIB-C. Use of different adapter may result in product damage. 

5) Press power button on front panel to power up HIB-C (fig. 2.3.1-2) 

 

Fig. 2.3.1-2. Azotel HIB-C front panel 

II. Setup the HIB-C 

1) Setup following IP settings on your laptop’s Ethernet interface: 

IP address:  192.168.168.1 

Subnet mask:  255.255.255.0 

2) Open an Internet Browser e.g. Microsoft Explorer 

3) Use http://192.168.168.168 as the URL address 

4) Authentication box will appear. Use following credentials: 

Username:  admin 

Password:  operator 
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Fig. 2.3.1-3 HIB-C web interface authentication page 

5) The HIB-C configuration screen should appear on your monitor. Fill in HIB network 
settings with the broadband feed details (IP address, Mask length, Default gateway, DNS 
settings).  

 

Fig. 2.3.1-4. HIB-C web interface HIB settings page 

6) Press Save Settings button then Reboot 

III. Connect the HIB-C to Broadband 

1) Connect LAN1 port to your internet feed (Leased Line, Fibre or Satellite backhaul etc.).  

2) Connect LAN2 port to your customer/canopy network (switch, Canopy Networks, Mesh 
etc.). 
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3) Disconnect your Laptop/PC from LAN3 port as this port is not used at that point anymore. 

4) Connect your laptop to switch or an SM on customer/canopy side of the network. Your 
equipment should obtain IP address automatically from DHCP server. The portal page will 
be presented on attempt to browse. 

2.3.2 MikroTik Hotspot Set-Up Guide 
I. Basic MikroTik setup 

1) Do a basic setup on the motherboard as per 
http://wiki.mikrotik.com/wiki/Manual:First_time_startup  - Basic requirement is to 
configure ether1 with the following; 

2) IP Address 

3) Gateway 

4) Once an IP address is assigned, use Winbox (download from the first time setup page) to 
do the remainder of the setup. 

5) Setup the hotspot as follows (this info is based on 
http://www.hotspotsystem.com/en/hotspot/install_guide_mikrotik.html)  

6) Verify that the routerboard DNS settings are correct – click on IP à DNS and then 
Settings – if the default values are not correct, update them to reflect the current network.  

7) Add the hotspot service to ether2 (or any other ether port – just replace references to ether2 
with whatever port you are using below) by going  to IP à Hotspot and then clicking 
Hotspot setup as shown below, Fig 2.3.2-1 Hotspot Setup section  

 

Figure 2.3.2-1 Hotspot Setup section. 

8) Select ether2 from the drop down and click “Next”. 

9) Select a suitable IP range to use (Note: 192.168.182.1/24 is currently the default used on 
Azotel’s HIB-Cs, so it is advised to use this in the MikroTIk routerboards) as shown below 
in Fig. 2.3.2-2  
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Figure 2.3.2-2 Hotspot address for interface 

10)   Click “Next” for the “Address Pool of Network” 

 

Figure 2.3.2-3 Address Pool of Network 

11)    Click “Next” for the “Certificate” (Note: this is to be left at “none”) 

 

Figure 2.3.2-4 Certificate selection 

12)  Ignore the SMTP server setting, accept the default for the DNS server setting and leave 
the DNS name blank. 
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13)  On the next dialog, create a password for the “admin” user – this will allow you to login 
to the hotspot with this Username/Password without having to use the Radius server (Note: 
this is useful to verify basic operation before going any further.)  

At this point the basic hotspot should be up and running. Connect a laptop to the ether2 port and 
verify that you get an IP address from the range 192.168.182.2 – 192.168.182.254. Try to access the 
Internet using a web browser and you should get the default MikroTik Splash page. You can enter 
the admin Username/Password you created above in order to get access to the Internet. (If the 
status/logout dialog does not popup, you can logout using http://192.168.182.1/logout)  

II. Adding RADIUS support to authenticate against SIMPLer 

1) Again using Winbox, configure RADIUS support as follows; In the hotspot profiles (IP à 
Hotspot à Server Profiles), double click the hotspot you created (should probably be 
hsprof1). 

 

Figure 2.3.2-5 Login settings for Hotspot Server 

2) In the Login tab, deselect Cookie and select CHAP and PAP. 

3) In the RADIUS tab, select “Use RADIUS”, and click OK. 

 

Figure 2.3.2-6 Radius settings for Hotspot Server 

4) On the left column, click “RADIUS” and then the red + to add a new RADIUS server. On 
the dialog, click hotspot and enter the IP address of the RADIUS server and the RADIUS 
secret (the default, which can be found within the HIB-C Quick Start Guide  (09016_HIB-
C_Quick_Start_002) is az0s3cr3t) 
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Figure 2.3.2-7 RADIUS server details 

5) If it is required to allow access to certain sites without authentication (e.g. payment 
gateways, etc.), it is possible to add them to IP àHotspot à Walled Garden. For basic 
setup this should not be necessary. 

6) Set the clock on the routerboard by going to System à NTP Client and click “Enabled”, 
set the mode to unicast and the server to “pool.ntp.org”.  

 

Figure 2.3.2.8 NTP Client settings 

7) Set the system identity to be the hotspot name as follows; Go to System à Identity and 
enter the full hotspot name (for example demowisp_demowisp_h5 is the one used in the 
example below) 
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Figure 2.3.2-9 Setting system identity 

8) At this point it should be possible to login using a token from the selected hotspot. You can 
verify which users are logged in using IP à Hotspot àActive Winbox.  

III. Updating the login splash page 

1) The login (and logout) splash pages can be updated as wished. To get the html code for the 
current login page, click on “Files” in Winbox and go to hotspot/login.html; 

 

Figure 2.3.2-10 html code for login page 

2)  It is possible to drag’n’drop this file to a desktop, update the file and to drag it back into 
the “Files” dialog, shown above.  

3) Alternatively, it is possible to copy the file to a PC using ssh/ftp. The ssh command to copy 
it is as follows; 

• To copy it: 

Scp admin@,ip of mikrotik>:/hotspot/login.html login.html 

• To copy it back: 

Scp login.html admin@<ip of mikrotik>:/hotspot/login.html 

4) It is also possible to drag’n’drop graphics to the hotspot/img directory to be used on the 
login page.  

 

2.4 Share plans 
Share plan (see Figure 2.4-1 below) page contains information about revenue share schemes 
available to the operator. Each hotspot needs to have one share plan attached. A share plan defines 
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the set of fees and the revenue shares that are applied while both generating batches of tokens 
through SIMPLer system and buying the tokens online via credit card/paypal interface. During 
those processes Azotel will charge the operator’s account according to the share plan used. Note 
that share plans may only be added/modified by Azotel – in case one of the predefined share plans 
does not fit the operators model, please contact Azotel at: support@azotel.com to have a new share 
plan added 

         

 

Figure 2.4-1 Share Plans 

2.5 Hotspot 
The Hotspot page contains information about all operator hotspots added to the SIMPLer system in 
both ‘current’ and ‘pending’ states. Each hotspot entry represents one physical hotspot device. 
There is a set of attributes to be set for each hotspot such as: share plan, IP address, RADIUS server 
parameters etc. It’s essential that all of the RADIUS data is correct as these entries are crucial for 
the correct operation of the hotspot. Longitude and Latitude variables are information only fields, 
and are used to position the hotspot on the map. 

Note: Hotspot IP address in Radius Data section has to be set to IP address Radius server sees 
hotspot RADIUS queries coming from (it may vary from IP set in hotspot if it’s working in NATed 
environment) – if in doubt, please contact support@azotel.com for advise. 

Note: Share Plan used for hotspot defines all revenue shares and fees 

Note: New hotspot entry will become active in less than five minutes from the time moment it has 
been added 

Note: After adding a hotspot a default hotspot captive portal page will be displayed. Please contact 
Azotel at support@azotel.com if you would like to have your own look & feel for the captive portal 
and payment pages.  
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2.5.1 Adding a New Hotspot 
1) In order to add a new Hotspot to SIMPLer, Go to hotspots à hotspots à “Add a new 

hotspot” as shown in Fig 2.5.1-1 

 

Fig 2.5.1-1 Adding a new hotspot to SIMPLer 

2) In order to set up a new Hotspot certain details are required for the hotspot configuration 
within SIMPLer, as shown in Fig 2.5.1-2 
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Fig 2.5.1-2 Input page for Hotspot Details within SIMPLer 

• Hotspot Unique Name: Unique Hotspot Identification Field 
• Mnemonic: Unique Hotspot Mnemonic. This will be used as a prefix for all tokens relating 

to a specific Hotspot. 
• Type: This is the device type on which SIMPLer’s hotspot platform will work i.e. (HIB-C) 
• Status: There are two statuses, Current and Pending. Current is used for operational 

Hotspots. Pending is used to turn off Hotspots. 
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• IP Address: IP Address of device (used to pull MRTG data) 
• Share Plan: Each Hotspot has to have a Share plan assigned. Share plans specify how the 

revenue will be split up. 
• Lump Sum Allocation:  
• Online Payments: 
• Register generated tokens: 
• Longitude/Latitude: GPS Co-ordinates used to position Hotspot on the Map 
• Location: Information field containing address of Hotspot 
• Description: Information field for descriptions/notes/comments 
• IP Address:  
• Ports: Port used to communicate with Radius Server 
• Secret: Configure Radius Server password here, this is then used in the Hotspot 

configuration.  
• Portal Page Operator Name: This is the Operators name that will how up on a portal Page 
• Portal Page Greeting Message: This is the greeting message that will show up on a portal 

page 
• IP address (for Radius connection): IP address used to communicate to Radius Server. In 

certain situations, this address may be different to IP used to communicate with SIMPLer 
platform.  (Note: it is important to get this right. Otherwise Hotspot will not connect to -
Radius Server.  

• Additional Template Variables:  

3)   Once the above data has been entered into the Hotspot Data sheet, press the “Add” tab in 
order to add the Hotspot record to SIMPLer. 

2.5.2 Deleting an Existing Hotspot 
1) In order to delete an existing hotspot, Go to à hotspots à hotspots and select the “E” 

(Modify) icon to the right of the hotspot that is to be deleted.  

2) This will redirect the page to the Modify a hotspot page, as shown in Fig. 2.5.2-1 Modify a 
hotspot page. 
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Figure 2.5.2-1 Modify a hotspot page 

3) In order to delete the hotspot, select the “delete” button at the end of the page to delete the 
hotspot from SIMPLer. 

4) Modifying a Hotspot 

5) In order to modify a Hotspot, Go to à hotspots à hotspots and select the “E” (Modify) 
icon to the right of the hotspot that is to be Modified 
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6) This will redirect the page to the Modify a hotspot page, as shown in Fig 2.5.2-1 Modify a 
hotspot page. 

7) Modify any details that is required i.e. Share plan, location, IP address. 

8) Select the “Update” button, to finalise the changes made, as shown below Fig. 2.5.2-2 
Updating a Hotspot. 

 

Figure 2.5.2-2 Updating a Hotspot 

2.6 Products 
Products page (Figure 2.6-1) contains definitions of products available for each hotspot. Each 
product defines customer’s connection details such as: 

 

Fig 2.6-1 Products detail page 

• hotspot to which product is assigned 
• token price (including VAT/TAX) and VAT/Tax rate 
• how long token will be valid from the first login 
• continuous session time for token – for example an operator may want to issue token 

that will be valid for a week from first login, but will give customer only 10hours online 
• total traffic usage limit – specified in MB (mega-bytes) or GB (giga-bytes) 
• upload / download speeds 



AZOTEL S07-01 v100 (2013-06) 
 

Azotel Confidential Proprietary 
© Azotel Technologies Ltd 2024 

22 

• simultaneous use check – allows only one machine to be logged per token 
• session termination date – unconditional termination date for the token regardless of 

other time conditions 

Most of the above parameters are optional, and give the operator complete flexibility in the type of 
products they offer – for example, it is possible to define a product which is valid for a fixed period 
from first use, or a product which is valid for a fixed traffic usage, or both, or a product which is 
valid until a certain future time, regardless of usage, etc. 

Note: One Product is assigned to one hotspot. In the case of multiple hotspots it is necessary to 
define at least one product per hotspot 

Note: At least one defined product is needed to generate a token or accept online payments. 

2.6.1 Adding a Product 
1) In order to add a product to SIMPLer, Go to à Hotspots à Products à Add a new 

product, as shown in Fig 2.6.1-1 

-

 

Fig 2.6.1-1 Products Detail Page 

2) By selecting the “Add a new Product” tab, the product details page will automatically be 
re-directed to the Product Input page as shown below. This will require the operator to 
enter all relevant details regarding the product that is being added to the Hotspot.  
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Figure 2.6.1-2 product details page 

Product Details: 

• Code: The code is used as a unique product Identifier. This can contain numbers and letters 
and can be as vague or as detailed as the Operator permits i.e. Basic_1hr. This is not 
displayed to customers when they are purchasing tokens. 

• Name: This can be used as a more detailed identifier for the product than that of the product 
code. The name is displayed to customers to choose an appropriate token for their needs. 

• Hotspot(s): This will be the Hotspot to which the product will be assigned. (Note: A 
product can only be assigned to one Hotspot, if it is required to assigned the same product to 
a different Hotspot, then a second product will need to be created). 

• Valid for Sale Date: This is the date on which the Product will be available for purchase. 

• Hidden from Portal: These are products that can be created, but that will not be available 
for purchase through the normal public Hotspot Captive Portal. Tokens can then be created 
for these products within SIMPLer the details of which can then be sent to Customers. An 
example of where this would be applicable is in the case of a customer that may already be 
purchasing a contractual service from an Operator. The Operator can then offer the customer 
access to their available hotspots by using one of these hidden products. 

• Allow Only One Use: This ensures that a product can only be purchase once by the same 
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MAC address. The product will not be displayed for purchase for customers reconnecting 
with the same MAC. This is useful for defining free trial products. 

• Price: This will be the gross price of the product with the included tax. 

• VAT Rate: This will be the tax rate that will be used to calculate the tax portion of the price 
of the product. 

• Description: This field is for additional descriptions/notes/comment for the product 

Hotspot Session Parameters: 

• Duration from first login: This is a time restriction that can be set on a product. This 
restricts the customer’s use of the product for a pre-defined time period from their first 
login. During this period they will be able to log in and out of their account until the time 
period expires. 

• Continuous Duration (min): This is a time restriction that can be set on a product. This 
restricts the customer’s use of the product to a pre-defined continuous time-period. An 
example of this is where an Operator creates a product with a continuous time period of 1 
hour. This will entitle the customer to long on for continuous time periods until they 
accumulate to the 1-hour period i.e. 4 x 15 mins. 

• Simultaneous Use Check: If this is checked, SIMPLer will NOT allow multiple users to 
use of the same token at the same time. 

• Maximum Download Rate (kbps): This is the Maximum Download Rate that the product 
will offer to users 

• Maximum Upload Rate (kbps): This is the Maximum Upload Rate that the product will 
offer to users 

• Total Traffic Limit: This is the maximum traffic limit constraint that is placed on the 
product i.e. GB & MB 

• Session Termination date: This date will determine the expiration of the product. Once this 
date has been set, it will over-ride all other product parameters including duration from first 
login and Continuous Duration. 

• Idle Timeout (min): If the customer has logged in and is inactive for a set period of time, 
SIMPLer will automatically log the customer out. An operator can set this to any time in 
terms of minutes in order to correspond to the product duration. 

2.6.2 Deleting a Product from SIMPLer 
1) In order to delete a product from SIMPLer, Go to à Hotspots à Products to display a list 

of all products that have been entered into SIMPLer, Fig 2.6.2-1 Products page; 
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Figure 2.6.2-1 Products Page 

2) Click on the “E” icon beside what product is to be deleted in the table. This will re-direct 
the page to the “Modify a product” page as shown below in Fig. 2.6.2-2 Modify a product 
page 

 

Figure 2.6.2-2 Modify a product page 

 

3) To delete the product, select the “delete” button shown above.  
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2.6.3 Modifying an existing product 
1) In order to modify an existing product, Go to à hotspots à products to display a list of all 

products that have been entered into SIMPLer as shown in Fig. 2.6.1-1 Products Page. 

2) Select the “E” icon along side which product is required to be modified. 

3) This will redirect the page to the “Modify a product” page, shown in Fig. 2.6.3-1 

4) Modify any details that are required i.e. price, continuous duration, total traffic limit etc. 
Once this has been done, select the “Update” to update the product with the new modified 
details.  

 

 

Figure 2.6.3-1 Updating product with modified details 

2.7 Tokens 
The Tokens page (Figure 2.7-1) contains a list of all tokens entries available for each of the 
hotspots. Each token represents one username/password combination that can grant access to the 
internet via the hotspot. Token attributes such as session time, upload / download speeds etc. are 
defined during the generation process as outlined in section 2.5.  

A Token inherits the attributes from the product used for its generation. Operator can generate 
numerous batches of tokens via the tokens page that can be then used, for example, to sell them at a 
hotel’s reception. Tokens can also be purchased through the captive portal page via a credit card 
interface. The Tokens page covers the following functionality: 

• Adding tokens 
• Changing password – token password can be changed in case a customer has forgotten it 
• Deleting Expired tokens 
• Reset token usage 
• Inspect token usage status as tokens are displayed with different colours depending on what 

state they are. 
• Generate token spreadsheets – operator can download fully featured token spreadsheet for 

each of the hotspots (Figure 2.7-2) 
• Traffic graphs for currently used tokens 
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Figure 2.7-1 Tokens page 

 

Figure 2.7-2 Sample Token Spreadsheet 

2.7.1 Adding Tokens for a Product 
In order to generate tokens for a given product, Go to hotspots à tokens à Add Tokens as shown 
in Fig 2.7.1-1 
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Figure 2.7.1-1 Tokens Page 

1) Selecting the “Add Token” tab will re-direct the page to the tokens generation page as 
shown below (Fig 2.7.1-2); 

 

Figure 2.7.1-2 Tokens generation page  

2) This page allows Operators to generate single or multiple tokens for a selected product. 

1) Once the number of tokens has been selected by the Operator, and the product has been 
select for which the tokens will be generated, clicking the submit tab will lead to the 
generation of the tokens.  

2) It is also possible for the details of each token to be emailed to a specified email address.  
This email will contain both the Username and Password for each generated token both 
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within the main body of the email and in an excel spreadsheet that will be downloadable. 
Details of this is shown below in Fig 2.7.1-3; 

 

Figure 2.7.1-3 Token details Email 

2.7.2 Deleting Tokens from SIMPLer 
Currently there are two ways in which a token can be deleted from the SIMPLer Hotspot system; 

• Deleting all Tokens that have expired  
• Manually deleting a token. 

 

I. Deleting expired Tokens 

1) In order to delete all expired Token records from SIMPLer, Go to hotspots à tokens à 
Delete Expired Tokens as shown in Fig. 2.7.2.1  

Figure 2.7.2.1-1 deleting expired Tokens from SIMPLer 
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2) The expired Tokens will be displayed in red as shown above. Note: SIMPLer will display 
Token status according to a specific colour scheme.  

Black Tokens – Token was never used 

Blue Token – Token was used at least once and is still valid 

Green Token – Token is currently in use 

Red Token – Token has expired 

Pink :Token – token has expired, but has no usage data 

3) In order to delete all expired/red Tokens, click the “Delete Expired Tokens” button.  

 

II. Manually deleting a token 

1) In order to delete a Token manually from SIMPLer, Go to à hotspots à tokens, Fig. 
2.7.2.2-1  

 

Figure 2.7.2.2-1 Manually deleting a Token from SIMPLer 

2) Next, select the token that is required to be deleted by clicking on the name of the token. 

3) The page will be redirected to the “Tokens” page as shown below, Fig 2.7.2.2-2 Tokens 
page 
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Figure 2.7.2.2-2 Tokens page 

4) Clicking the “Delete” button will then delete the Token from the SIMPLer records.  

2.7.3 Reissuing Passwords for Tokens 
1) If a customer has lost or forgotten their password for the Token they were issued, an 

operator can re-issue a password for that Token and re-issue the Token details to the 
customer.  

2) In order to re-issue a password for a token, Go to à hotspots à tokens à and select the 
token for which a password will be re-issued.  

3) This will re-direct the page to the “Tokens” page as shown in Fig. 2.7.3-1 

Figure 2.7.3-1 Tokens page 
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4) To re-issue a password, type a new password in the field shown above and select the 
reissue button. 

5) The new password along with the original Username will be sent to either the Maintenance 
email, if this has been specified within the initial WISP Settings or else it will be send to 
the General Operator’s email. An example of the email is shown below; 

 

Figure 2.7.3-2 Password re-issue email 

6) In the above example the password has been change to “changeme”. The operator can then 
forward this email to the customer, so that the customer can gain access to the Internet 
again using the re-issued Username and Password.  

2.8 Graphs 
Graphs page gives operator a tool to monitor bandwidth usage over time. There will be a summary 
graph for each of the hotspots plus traffic graphs for all currently active sessions displayed. There is 
also a possibility to display historical graphs for customers not logged via captive portal anymore 

1) To go to the graphs section within SIMPLer, Go to à Hotspots à Graphs, Fig 2.8-1; 

 

Figure 2.8-1 Hotspot Traffic Graphs page 
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2) This graphs page will outline a graphical summary for the total Hotspot Traffic, all actve 
Hotspot sessions and all historical Inactive Session Graphs shown in Fig. 2.8-2: 

 

Figure 2.8-2 Graphs page outlining Total Hotspot Traffic, all active Hotspot Sessions 
and Inactive Sessions. 

2.9 Stats 
Stats page lists hotspot financial statistics. It gives operator a tool to drill down into the revenue a 
hotspot generates. It is also a tool used by Azotel to charge the operator for using Azotel services 
according to share plans chosen. All statistics can be generated for any time period selected by 
specifying both start and end date of the period. All statistics are split into four sections:  

- Summary Table – contains totals for all financial aspects of hotspot, 
- Online Invoices – ‘per product’ Summary 
- Online Invoices Details 
- Batch Token Generation charges Details 

In order to view the Stats page for a given hotspot, Go to à hotspots à Stats, Fig 2.9-1 Stats Page; 
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Fig 2.9-1 Stats Page 

2.9.1 Summary Tables 
1) The Hotspot Charges summary table contains the relevant totals of all financial aspects for 

specified hotspots or for all hotspots. 

 

Figure 2.9.1-1 Financial Summary Table 
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2) This table outlines the Online Income Total (Note: this is any income that is received 
through online payments made through the online Captive Portal page.), the Token Income 
total (Note: this is any income that is received through the sales of any toek through non-
online methods i.e. at a hotel reception) and the Total Income which is the sum of both the 
Total Online Income and the Total Token Income.  

3) The “All – Hotspot: Token Generation Charges” table contains relevant information 
regarding the generation of tokens and the charges assoiated with token generation.  

 

Figure 2.9.1-2 All – Hotspot: Token Generation Charges 

 

4) This tables outlines the date the token were genreated,the hotspot for which the tokens 
were generated for, the quantity of tokens created, who the tokens were generated by, the 
product for which the tokens were genreated, the total monetary value of the tokens 
generated, the generation charge associated with the generation of tokens, the token 
charges and the share plan charges assoicated with the sales of each token. 

2.10 Usage 
The Usage page (Figure 2.10-1) lists hotspot usage statistics. It gives operators a tool to drill down 
into all of the important information about token usage such as the Token Username, Session start, 
Session stop, session time, MAC and IP addresses, bandwidth Used. Time boundaries can be 
defined for each drill down. There is also a tool to limit the system to list only sessions for token 
with specified name. Usage page gives three types of drill downs: 

- All sessions – all statistic entries stored in system 
- Active sessions – stats for currently logged in customers. This drill down gives also access 

to traffic graph 
- Unique tokens – cumulative statistics on ‘per username’ basis 

• To Access the Usage Page, Go to à hotspots à usage Fig 2.10-1 
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Figure 2.10-1 Usage Page 

2.11 Customers 
Customers page (Figure 2.11-1) lists data gathered in the process of generating token via online 
credit card system available on the online captive portal. Keeping this personal information may 
help in resolving customer issues, it can also give operator an overview about repetitive customers. 

Note: No credit card information is stored during the initial registration and purchase phase. 
However customers have the option of entering their credit card information in the customer’s End 
User Portal (EUP). Details of which can be found in section 2.13 

• To access the customers page, Go to à hotspots à customers, Fig 2.11-1 customers page.  

 



AZOTEL S07-01 v100 (2013-06) 
 

Azotel Confidential Proprietary 
© Azotel Technologies Ltd 2024 

37 

 

Figure 2.11-1 Customers page 

• Under the customers page, all customer records are gathered using an online payment system.  

• Under the Customer List, each row represents one purchase made.  

• Information such as detailed usage, invoice statistics or to manage token passwords can be 
accessed through the “T” and “U” action buttons on the right hand side of every record. 

2.12 Captive Portal Overview 
2.12.1 Sign Up and Registration Process for online token purchase 

• In order for a customer to purchase a token online, they must first register their details. 

• Once a customer is in an available Hotspot, they will be presented with a login splash page, 
prompting them to either enter a username and password for a token that they have already 
purchased, or to purchase a token online. 

• In order for a customer to purchase a token online, they must first check that they have read 
the terms and conditions before proceeding, then they must select the “Purchase” tab, as 
shown below, Fig. 2.13.1-1 Customer login page.  (Note: A customer will not be allowed to 
proceed unless they have indicated they have read the Terms & Conditions) 
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Figure 2.13.1-1 Customer login page 

• Once a customer has selected the purchase tab, they will be presented with a customer 
registration page as shown below in Fig. 2.13.1-2 Customer Registration page.  

 

Figure 2.13.1-2 Customer Registration page. 

• Within the Token field is a drop down list, outlining all the available products within that 
given hotspot. A customer can select any product they wish and see available details 
regarding that product by selecting the “Show Details” tab, as shown in Fig. 2.13.1-2 

• If the customer selects the “Show Details” tab, they will be presented with a product details 
page as shown below, Fig 2.13.1-3; 
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Figure 2.13.1-3 Product Details page  

 

• The Product Details page outlines a number of key details in relation to the available 
products; 

1. Product Name 

2. Session Termination 

3. Continuous duration (minutes) 

4. Download Rate (Kbps) 

5. Upload Rate (Kbps) 

6. Traffic (aggregare) 

7. Price 

 

• Once the customer has selected the product they wish to purchase, they have entered the 
relevant details and selected the continue tab, they will then be presented with a Choose 
Payment Method page  

 

Note: Token types/prices presented in the online payment system can be configured in “products” 
part of hotspot manager 
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Figure 2.13.1-4 Choose Payment Method page 

• From this page, Customers can choose which online payment option they would prefer. 
Currently SIMPLer supports the use of four payment gateways; 

1. Authorize.Net 

2. Paypal 

3. Moneris 

4. Realex 

• Also SIMPLer allows the Operators to fully customize their payment labelling, i.e. Payment 
Methods can either be described simply as “Credit Card” as shown above in Fig 2.13.1-4 or 
by the Payment Gateway.  

• Once the customer has selected their chosen payment method, selecting the “Continue” tab 
will redirect them to the payment details page as shown in Fig. 2.13.1-5 Payment Details 
page. 

• On the Payment Details page, the customer will be instructed to enter their credit card details, 
including the Credit Card Number, the Expiry Date (Month and Year) and the CCV. 

• The customer will also be instructed to enter a Credit Card Billing Address, as shown below. 
(Note: The credit card billing address will automatically be populated with the customer’s 
address initial entered in the registration process. If the customer has a different billing 
address, it is possible to enter a different address at this stage) 
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Figure 2.13.1-5 Online Payment Details.  

 

• Once all the relevant details have been entered, selecting the “Process Payment” tab will 
finalize the token purchase.  

• The customer also has the option of cancelling the token purchase, by selecting the “Cancel” 
tab shown above in Fig. 2.13.1-5. 

• Once the payment process has been confirmed, SIMPLer will generate a Username and 
Password for the token purchased by the customer, shown below in Figure 2.13.1-6. This 
Username and Password can then be used to access the Internet, through the Operator’s 
Hotspot.  
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Figure 2.13.1-6 Username & Password for Generated Token 

• Also once the payment process has been confirmed, SIMPLer will generate and send an email 
to the email address specified by the customer during the customer registration phase.  

 

Figure 2.13.1-6 Email with token details sent to customer 

 
• Shown in Fig. 2.13.1-6 is an example of the email that is sent to the customer following the 

payment confirmation for a token.  

• This email outlines the Username and Password needed to gain access to the Internet through 
the Operators hotspot and outlines the Username and Password need for the customer to 
access their online End User Portal. Details of which are discussed in Section 2.13 Customer 
End User Portal (EUP) 

• Please note that this email is customizable to the point that the Operator’s name will be 
evident within the body of the email, i.e. in the above example, the Operator’s name “KB 
Networks” will be replaced with the Operators name that is providing the hotspot. Also any 
contact details contained within the email will reflect the Operator’s details that is providing 
the hotspot.  

• An invoice is also sent as an attachment with this email outlining the payment and product 
details associated with the customer’s purchase. Note: The design and layout of the Invoice as 
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shown in Fig. 2.13.1-7 is completely customisable from Company logo replacement to a 
complete graphical layout change.  

 

Figure 2.13.1-7 Default Invoice/Statement design (Customizable)  

2.12.2 Login Page and Hotspot access.  
After connecting to the client side of the Azotel HIB-C device, each customer device will be 
assigned an IP address by a DHCP server. Rogue devices, whose IP addresses have not been 
assigned by the DHCP server, will not be served by HIB-C client and all traffic generated by those 
will automatically get dropped. To get access to the Internet, the customer has to login through the 
Captive portal with a valid token (username/password combination) first. 

Customers that are not already logged in will be presented with a Captive Portal page while trying 
to browse internet websites. Through the Captive Portal, customer can purchase access tokens, 
browse operator specific websites or login with a token to get access to the internet.  

By default, HIB-C client will present a common Azotel Captive Portal page, presented on figure 
2.13.2-1. Contact support@azotel.com for details on how to change the graphic layout. 

Note: Operator can turn off the online purchase module in Hotspot attributes (via ‘Create Hotspot’ 
or ‘Modify Hotspot Page’). In this case customers will have to purchase/obtain the token details 
from the operator first. 
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Figure 2.13.2-1 Default Azotel Captive Portal template/page 

• To gain Internet Access, a Customer must enter the Username and Password in the login page, 
provided to them through SIMPLer. From the example previously, the Username and 
Password that would be entered is: 

Username: kb1joeblo8 

Password: gh727 

• Once those details have been entered, the customer must then select the “Login” tab in order 
to gain access, which will re-direct the customer to the Google homepage.  

• Depending on the parameters set down during the product addition stage in SIMPLer, a 
customer will be able to log-in and log-out at their own preference through this default Login 
Captive Portal.   

• As well as customers gaining access to the Internet through the Operators Login Captive 
Portal page, they also have the option of login through a customer’s End User Portal as 
outlined in Section 2.13. 

 

2.13 Customer End User Portal (EUP)  
• Once a customer has purchased a token, they will receive details on accessing an End User 

Portal (EUP) both through the generated token details page and through the customer email 
that outlines token details as shown below; 



AZOTEL S07-01 v100 (2013-06) 
 

Azotel Confidential Proprietary 
© Azotel Technologies Ltd 2024 

45 

  

Figure 2.13-1 EUP details obtain from online token purchase and customer email. 

• In order to access the EUP, a customer can click on the link provided, which will redirect 
them to the login page as shown below in Fig 2.13-2 Login page for customer EUP. 

 

Figure 2.13-2 Login page for customer EUP 

• From here, a customer can access their EUP by entering the Username and Password 
provided.  

• From the EUP, customers can view their current token usage, their previous token usage and 
their current and previous invoices as shown below in Fig 2.13-3 Home page of EUP 

• Using the EUP, Customers will also be able to enter credit card details, and will be able to 
purchase additional tokens without having to complete the registration process time and time 
again. Fig 2.13-4  

• The EUP will also give the customer the option to change their passwords, not only to login, 
but also to each individual token, giving the customer individual control over their account. 

• The EUP’s features and access is also customizable through the initial WISP set up outlined 
in the SIMPLer Operators Manual (06043_SIMPLer_Operators_Manual_v024). From here 
the Operator can choose what the customer has access to, through the EUP.  
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Figure 2.13-3 Home page of EUP 

 

 

Figure 2.13-4 Purchasing additional tokens through the customer EUP 
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3 Customization  
3.1 Captive Portal and Login page 
• As shown previously the Captive Portal and Login page will automatically be set to a default 

supplied by Azotel as part of the Hotspot system. i.e. Fig. 2.11.2-1 

• Azotel can however offer a great deal of customization of the default in relation to the Captive 
Portal and Login page. 

3.1.1 Example of Hotspot Captive Portal and Login Page customization 
An example of the type of customization that Azotel can provide to AEOs (Azotel Enabled 
Operators) can be seen in the example below, with the default pages shown on the left hand side 
and the degree of customization on the right. 

 

 

Figure 3.1.1-1 Login Page Customization 

 

 

 

Figure 3.1.1-2 Customer Registration Page 
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Figure 3.1.1-3 Payment Method Option Page 

 

 

Figure 3.1.1-4 Credit Card Details Entry Page 

 

 

 

Figure 3.1.1-5 Token ‘Username’ and ‘Password’ Page 
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• If an Operator wishes to customize their captive portal pages using their own company 
branding, templates of how they wish the captive portal to look can be sent to Azotel for 
customization of the pages shown above. The degree of customization can be as detailed or 
simplistic as the operator requires  

3.2 Terms and Conditions for Customer registration 
• As detailed in section 2.11.1, a customer will not be permitted to carry out the online 

registration process unless they except a set of “Terms & Conditions” and an “Acceptable 
usage policy”, links to which are provided on the captive portal. See Fig 2.11.1-1 Customer 
Login page 

• Similar to the layout and design of the captive portal pages, if an operator does not supply 
their own, Azotel will supply default “Terms & Conditions” and a default “Acceptable usage 
policy”.  

• If an Operator wishes to supply their own “Terms & Conditions” and an “Acceptable usage 
policy”; 

§ This can be done by through operators supplying their own URL that links to 
their “Terms & Conditions” and “Acceptable usage policy”. This will be 
entered into the initial WISP settings (Hotspot settings), which is outlined in 
the SIMPLer Operators Manual 
(06043_Azotel_SIMPLer_Operators_Manual_V024). 

§ Once a URL has been supplied, this will re-direct any potential customer to the 
operators “Terms & Conditions” and “Acceptable Usage Policy”, if the 
customer wishes to read them.  

§ Again the Customer will be unable to access the registration process unless 
he/she accepts the “Terms & Conditions” and “Acceptable usage policy”  

• If an Operator is unable to provide a URL, Azotel will provide a default option. 
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Annex A: References 
A.1  Document References 
06043 Azotel SIMPLer Operators Manual 

09016 Azotel HIB-C Quick Start Guide 

08005 Azotel SIMPLer Operator Support Procedure 

A.2  Link References 
[L1]   http://www.azotel.com/ 

[L2]   http://wiki.mikrotik.com/wiki/Manual:First_time_startup 

[L3]   http://www.hotspotsystem.com/en/hotspot/install_guide_mikrotik.html) 
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Annex B: Definitions and Abbreviations 
B.1  Definitions 
B.2  Abbreviations 
For the purposes of this document, the following abbreviations apply: 

SIMPLer  Azotel’s integrated operators’ platform 

AEOs   Azotel Enabled Operators 

HIB-C  Hotspot-In-a-Box Client 
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