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1 Subscriber Auto Notification and Disconnect (SAND) 
1.1 Overview 
 

The Subscriber Auto Notification and Disconnect feature (SAND) allows the operator to automatically notify customers 
by email when they come close to certain thresholds, and optionally to automatically disconnect/throttle them when 
they exceed thresholds.  

The parameters, which may be monitored, are the “Invoice Payment Due” dates, the “Customer Traffic Limit” (CAP) 
and the “Lodgement Failure” dates.  Each are explained in more detail in the following sections.  

1.1.1 Invoice Payment Due based SAND 
 

The Invoice Payment Due (IPD) based SAND will notify the customer when they have an outstanding invoice (i.e. 
unpaid) of greater than a certain age. Once notified, the customer will have the option to pay their remaining balance 
before they are either disconnected or their account is throttled. The operator will also have the option for SAND to 
automatically create a billing issue for any outstanding invoices and once the invoice has been finalised, the billing 
issue will be automatically closed.  The system works based on the billing intervals of the customer, and by default (if 
boxes are checked to notify customers) can notify the customer if their previous invoice is still unpaid at 14 days (use 
“14 days” in box for 1st notification date) and 7 days prior to their next invoice being issued. (use “%FREQ% - 7 days”) 
in the 2nd email notification box. If so configured, the system can disconnect or throttle the customer at the next invoice 
date if the previous invoice is still unpaid. 

For example, assume a customer is invoiced every 2 months, was last invoiced on 10/Jun and that invoice is still unpaid. 
The customer would be due to be invoiced again on 10/Aug (i.e. 10/Jun + 2 months).  Using the default values 
mentioned above, the customer would receive a warning email if their invoice is still unpaid on 27/Jul (10/Aug – 14 
days) and again on 3/Aug (10/Aug – 7 days). If their invoice is still unpaid on 10/Aug, the system will notify the 
customer and automatically disconnect or throttle them, if that portion of the feature is enabled. 

The intervals at which the warning emails are sent (i.e. the 14 days and 7 days in the example above), the date on which 
they are disconnected/throttled and the text of the warning emails may be configured by the operator – see the section 
on configuring the feature (section 1.2). 

1.1.2 Lodgement Failure SAND 
 

Note: Invoice based SAND must be turned on for this feature to work.  The notifications boxes at least must be checked 
for some use of this feature. 

There are three notifications and one disconnection available: 
 
1) 1st Lodgement Failure Email (lodgement_failure_email_1 ) 
2) 2nd Lodgement Failure Email ( lodgement_failure_email_2 ) 
3) 3rd Lodgement Failure Email ( lodgement_failure_email_3 ) 
4) Lodgement Failure Disconnection ( lodgement_failure_disconnection ) 
 
The feature is enabled when lodgement failure occurs and "SAND Notification Date" is specified under "Lodgement 
Details" page (Fig. 1) Date that is specified there determines 1st Lodgement Failure email to be sent, ie. it is sent next 
SAND run after the date specified.  The SAND run is specified under the SAND settings in modify WISP.  It can run 
once a day at a specific time, or at variables in minutes up to 60.  The recommended setting is once a day at a specific 
time. 
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Fig. 1.1.2-1 SAND Notification Date 

2nd Lodgement Failure Email,  3rd Lodgement Failure Email and Lodgement Failure Disconnection can also be set up.  

Under global WISP settings, ie "Settings" -> "Modify WISP", section "Subscriber Auto Notify/Disconnect ", subsection 
"Lodgement Failure SAND" there are fields that can be populated (Fig. 2).  
 

 
Fig. 1.1.2-2 Lodgement Failure SAND 

 

Using the settings seen in Fig. 1.1.2-1 and fig. 1.1.2-2, the first notification will be sent at the next SAND run after June 
24th.  The second notification will go three days after this.  The third notification goes 6 days after the first notification 
and the disconnection will happen 7 days after the first SAND notification. 

Lodgement Failure SAND variables can be overwritten on a per customer basis. Under "Modify Customer" page, 
"Banking Details" section, "Billing Subscriber Auto Notification/Disconnection" subsection select "Overwrite Defaults" 
from "Status" dropdown (Fig. 3). 
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Fig. 3. Lodgement Failure SAND on per customer basis. 

 
 

1.1.3 Customer Traffic Limit SAND 
 

The Customer Traffic Limit (CTL) based SAND will notify the customer when their monthly data usage exceeds 
certain percentages of a limit (CAP) set by the operator. The customer will receive a warning email when they have 
exceeded the threshold, allowing them to limit their Internet usage for the remainder of the measurement period. The 
system may also be configured to automatically disconnect a customer if they exceed a given limit, alternatively, if it is 
preferred not to disconnect a customer, it is possible to throttle a customer’s connection, resulting in a lower available 
bandwidth and as a result an overall slower connection or else it is possible to bill a customer for any overage that has 
occurred. This is aimed to prompt customers to pay existing invoices without disconnecting them completely. The CAP 
imposed by the operator is a combined upload and download CAP (i.e. the upload and download data are summed and 
compared to the imposed CAP), and applies per-month. The start date of each monthly period starts on the first day of 
the month and ends on the last day of the month, if a customer has a “Start Date” different than that of the 1st of the 
month, the customer’s bandwidth is appropriately prorated. The default thresholds at which warning emails are sent (if 
box is checked to receive such notifications) are 80% and 95% of the defined CAP, and the level at which the customer 
will automatically be disconnected/throttled or overage billed is set at 105% - the customer will also receive a 
notification email when they reach this ”level”, even if the system is not configured to automatically disconnect them. 

For example, suppose a customer was last invoiced on 10/Jul and has a monthly CAP of 10Gb. Using the default 
thresholds of 80% and 95%, the customer would get a first warning email if they have transferred in excess of 8Gb 
(80%) before 10/Aug, and would get a second warning email if they have transferred in excess of 9.5Gb. If auto 
disconnect is enabled, the customer would receive a notification email and be disconnected if they have transferred in 
excess of 10.5Gb of data. On the 10/Aug their usage would again be re-set to 0, and they could again transfer up to 8Gb 
before 10/Sep before they would get another warning email. 

The thresholds at which warning emails are sent (i.e. 80% and 95% by default), the level at which they are 
disconnected/throttled or overage billed and the text of the warning emails by may be configured by the operator – see 
the section on configuring the feature below. 

1.2 Configuration 
1.2.1 System Wide Configuration 
 

System wide default configuration is carried out by setting values in the “Subscriber Auto Disconnect” section of the 
WISP details page, which may be accessed from users à Modify WISP details. The values set here act as defaults, and 
will be used for all customers unless over-ridden by per-customer settings (see section 1.2.3). Figure 1.2.1-1 below 
shows the default appearance of the “Subscriber Auto Disconnect” section. The table following gives details of each of 
the fields. 
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Figure 1.2.1-1 SAND system wide configuration options 
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1.2.1.1 Invoice Payment Due based SAND 
 

Field Description Mandatory Format 

Invoice Payment 
Due based SAND 

Controls the operation of the IPD portion of the SAND 
feature. Options are: 

All Boxes Unchecked: IPD portion is disabled. 

Create / Close Billing Issues checked: SIMPLer will 
automatically create a billing issue, once an invoice is 
outstanding and will automatically close this issue again 
once the Invoice has been paid.  

Notification Emails checked: Customers will receive 
warning emails, when invoices become outstanding to 
prompt them to pay remaining balances.  

Throttling / Auto Disconnection checked: Customer will 
either have their accounts throttled or disconnected if the 
remaining balances have not been cleared.  

Yes Checkboxes 

Email From Specify the From: address of any warning emails sent by 
the IPD SAND feature. If this is not specified the operators 
accounts email address (or the operators default email 
address if the accounts email address is not set) will be 
used.  See “contact details” under Modify WISP to modify 
these addresses. 

No Email Address 

Email To Specifies the To: address of any warning emails sent by 
the IPD SAND feature. By default the customers email 
address will be used, causing the warning emails to be sent 
directly to them. However the operator may specify an 
email address here instead. In this case all of the warning 
emails will be sent to this email address rather than 
directly to the customer. An example of the use of this 
might be for testing purposes or to send all of the emails to 
a customer service department, who may contact the 
customers in turn. 

No Email Address 

Email Bcc Specifies the Bcc: address of any warning emails. If this is 
not specified the operators accounts email address (of the 
operators default email address if the accounts email 
address is not set) will be used.   

No Email Address 

Create Billing 
Issue Date 

Specifies the date on which billing issues are created on 
the customer’s account.  The default value is “%FREQ% - 
14 days”, which can cause the billing issue to be created 
14 days before the next invoice is due.  You can also use 
another format to create billing issues a certain number of 
days after the invoice date.  (i.e invoice generated on June 
5th, also due June 5th, operator wishes for a billing issue to 
be created on June 10th if the invoice is unpaid.  Enter “5 
days” to this field. 

No Text 

1st notification 
email date 

Specifies the date on which the first warning email will be 
sent. The default value is “%FREQ% - 14 days”, which 
will cause the warning email to be sent 14 days before the 
next invoice is due. 

If this field is blank the corresponding warning email will 
not be sent. An “x days” format can also be used.  If “10 
days” set this will mean that a notification will be sent out 

No Text 
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Field Description Mandatory Format 

10 days after the invoice date. 

See below (1.2.1.6) for a further description of the format 
of this field. 

2nd notification 
email date 

Specifies the date on which the second warning email will 
be sent. The default value is “%FREQ% - 7 days”, which 
will cause the warning email to be sent 7 days before the 
next invoice is due. 

If this field is blank the corresponding warning email will 
not be sent. 

If this field is blank the corresponding warning email will 
not be sent. An “x days” format can also be used.  If “20 
days” set this will mean that a notification will be sent out 
20 days after the invoice date. 

See below (1.2.1.6) for a further description of the format 
of this field 

No Text 

Disconnection 
Date 

Specifies the date on which the customer will 
automatically be disconnected, if auto disconnect is 
enabled. The default value is “%FREQ%” which will 
cause the customer to be disconnected on the date the next 
invoice is due to be issued. 

If this field is blank a notification email will not be sent 
and the customer will not be disconnected. 

An “x days” format can also be used.  If “30 days” set this 
will mean that the customer will be auto disconnected 30 
days after the invoice date. 

See below (1.2.1.6) for a further description of the format 
of this field 

No Text 

Throttling Date Specifies the date on which the customer will 
automatically be throttled, if throttled in enabled. The 
default value is “%FREQ%” which will cause the 
customer to be disconnected on the date the next invoice is 
due to be issued. 

If this field is blank a notification email will not be sent 
and the customer will not be disconnected. 

An “x days” format can also be used.  If “25 days” set this 
will mean that the customer will be throttled 25 days after 
the invoice date. 

See below (1.2.1.6) for a description of the format of this 
field 

  

Minimum 
Amount Owed 

Some operators do not like to include their customers in 
the SAND process if there is a small sum of money 
outstanding on their account.  In this section you can set 
the limit.  If you prefer not to disconnect customers who 
owe 5.00 or less, set 5.00 in this field. 

No Text. (Number 
format, i.e 5.00) 

Invoice SAND 
Processing Mode 

Can occur either once a day at the time you specify OR at 
intervals of 10,15, 20, 30 or 60 minutes. 

Yes Check bubble and 
dropdown menu 
for 
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Field Description Mandatory Format 

time/frequency 

 
1.2.1.2 Lodgement Failure SAND  
 

Field Description Mandatory Format 

Lodgement 
Failure SAND 

Heading only 

Note: First notification email will go out at the next SAND 
processing date/time once a lodgement failure has been 
reported in SIMPLer and a SNAD notification date 
specified. 

Note: Invoice based SAND must be turned on for this 
feature to work. 

No entry 
required 

No entry required 

2nd Lodgement 
Failure Email 

Set this field to the amount of days after the lodgement 
failure that you wish for customers to receive their 2nd 
failure notifications.  i.e “5 days” 

No Text 

3rd Lodgement 
Failure Email 

Set this field to the amount of days after the lodgement 
failure that you wish for customers to receive their 3nd 
failure notifications.  i.e “7 days” 

No Text 

Lodgement 
Failure 
Disconnection 

Set this field to the amount of days after the lodgement 
failure that you wish for customers to be disconnected.  i.e 
“8 days” 

No Text 

Invoice SAND 
Processing Mode 

Can occur either once a day at the time you specify OR at 
intervals of 10,15, 20, 30 or 60 minutes. 

Yes Check bubble and 
dropdown menu 
for 
time/frequency 

 

1.2.1.3 Customer Traffic Limit based SAND 
 

Field Description Mandatory Format 

Customer 
Traffic Limit 
based SAND 

Controls the operation of the CTL portion of the SAND 
feature. Options are: 

Unchecked: CTL portion is disabled 

Notify Customer checked: Customers will receive 
warning emails, but will not be automatically disconnected 

Overage Billing/ Throttling/ Auto Disconnection 
checked: Customers will receive warning emails and will 
be either disconnected, throttled or billed for their over 
usage.  

Yes Checkbox 

Email From Specify the From: address of any warning emails sent by 
the CTL SAND feature. If this is not specified the 
operators accounts email address (of the operators default 
email address if the accounts email address is not set) will 
be used 

No Email Address 
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Field Description Mandatory Format 

Email To Specifies the To: address of any warning emails sent by 
the CTL SAND feature. By default the customers email 
address will be used, causing the warning emails to be sent 
directly to them. However the operator may specify an 
email address here instead. In this case all of the warning 
emails will be sent to this email address rather than 
directly to the customer. An example of the use of this 
might be for testing purposes or to send all of the emails to 
a customer service department, who may contact the 
customers 

No Email Address 

Email Bcc Specifies the Bcc: address of any warning emails. If this is 
not specified the operators accounts email address (of the 
operators default email address if the accounts email 
address is not set) will be used 

No Email Address 

1st notification 
email threshold 
[%] 

Specifies the percentage of allowed CAP at which the first 
warning email will be sent. The default value is 80%. 

If this field is blank the corresponding warning email will 
not be sent. 

On the same line you can also set a limit to the number of 
emails that can be sent out per month. 

No Numeric 

2nd notification 
email threshold 
[%] 

Specifies the percentage of allowed CAP at which the 
second warning email will be sent. The default value is 
“95%”. 

If this field is blank the corresponding warning email will 
not be sent. 

On the same line you can also set a limit to the number of 
emails that can be sent out per month. 

No Numeric 

Disconnection 
threshold [%] 

Specifies the percentage of allowed CAP at which the 
customer will automatically be disconnected, if auto 
disconnect is enabled. The default value is “105%”. 

If this field is blank a notification email will not be sent 
and the customer will not be disconnected. 

On the same line you can also set a limit to the number of 
emails that can be sent out per month. 

No Numeric 

Overage/ 
Throttling 
threshold [%] 

Specifies the percentage of allowed CAP at which the 
customer will automatically be billed for overage or 
throttled, it Overage Billing/ Throttling has been enabled.  

If this field is blank a notification email will not be sent 
and the customer will not be disconnected. 

On the same line you can also set a limit to the number of 
emails that can be sent out per month. 

No Numeric 

Calculation 
Period 

This is the period that the SAND calculations are based on.  

The default setting for this period is based on the last day 
of the month. 

On the same line you can also set a limit to the number of 
emails that can be sent out per month. 

Yes Dropdown menu 
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Field Description Mandatory Format 

Traffic Limit 
SAND 
Processing Mode 

The time of the day at which SAND will run. 

Note that time relates to the local time on the SIMPLer 
server (which may be in a different time zone to the 
operator). The local time on the server is displayed on the 
configuration page. 

Can be set to run once a day at a specific time, or every 10, 
15, 20, 30 or 60 minutes. 

Yes Check bubble and 
drop down list 

 

1.2.1.4 SAND run – exclude days of disconnection 
 

Field Description Mandatory Format 

Exclude days of 
week 

Specifies whether days of the week are to be exclude from 
the days of disconnection. This is particularly useful, if the 
operator would prefer not to disconnect people on a 
Sunday, if they do not have any call staff working to take 
calls regarding disconnections.  

No Checkboxes 

Select days to be 
excluded 

Specific calander days can be specified to be excluded 
from the days fo disconnection. This can be used to 
specifiy national holidays for example.  

No Dropdown menu 
and numeric 

Excluded days Specifies a list of all days that are excluded from day of 
disconnection 

NO Dropdown list 

 

1.2.1.5 Time of Day Usage Exemption 
 

Field Description Mandatory Format 

Specify Time to 
be excluded from 
Usage 

Specifies periods for usage to be exluded.  i.e evenings. No Dropdown menu 
and numeric 

Excluded 
Periods 

Periods excluded above will be displayed in this dropdown 
menu. 

No Dropdown 

 

Note: There is a setting under “modify WISP”called “New Customer Exempted Period Allowed” where operators can 
set all new customers to avail of this feature by default.  If it needs to be set on a per customer basis the setting is under 
the cutomer’s “network settings”. 

 

1.2.1.6 Format of Date fields 
 

The “date” fields for the IPD SAND portion of the feature (1st / 2nd notification email date, disconnect date) are based 
on the last invoice issued date and can take inputs such as month, months, year, years, day, days, week, weeks with +/- 
operators. The special token %FREQ% is the billing frequency for the customer. Examples of valid inputs would be: 

“1 week” – one week after the invoice was issued. (based on invoice date – not date of mailing) 

“3 days” – 3 days after the invoice was issued. (based on invoice date – not date of mailing) 
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“%FREQ%” – one billing interval after the invoice was issued. For example, if the customer is billed every two months, 
this would be two months after the customer was last billed. (based on invoice date – not date of mailing) 

“%FREQ% - 10 days” – one billing interval less 10 days after the customer was last billed. (based on invoice date – not 
date of mailing) 

“%FREQ% - 1 week – 1day” – one billing interval less 8 days after the customer was last billed. (based on invoice date 
– not date of mailing) 

1.2.2 Product based Traffic Limit Configuration 
 

The traffic limit imposed on a customer may be set, based on the products the customer is subscribed to, or may be set 
on a per-customer basis (see section 1.2.3). Where a value is set in a customer’s settings it will over-ride product based 
limits. 

Each product that is defined in the system, may have a traffic limit associated with it – see Figures 1.2.2-1 and 1.2.2-2 
below: 

 
 

Figure 1.2.2-1 Add/Modify product 
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Figure 1.2.2-2 Product summary showing traffic allowance 

 
 

If Customer Traffic Limit based SAND is enabled for a customer, the customers traffic limit is determined by summing 
the traffic allowance associated with each of the products that the customer is subscribed to. This allows customers to 
purchase additional bandwidth by subscribing to extra products. For example, using the sample in Figure 1.2.2-3, a 
customer subscribing to “Broadband Starter (1 month in advance)” will have an allowance of 5Gb at a cost of 12.99. 
Should that customer require additional bandwidth, they could also subscribe to the “5Gb traffic allowance” product to 
get an additional 5Gb per month at an extra cost of 10.00, giving a total of 22.99 for 10Gb, or they could subscribe to 
“Additional 10Gb traffic allowance” at an extra cost of 15.00 to get a total of 15Gb per month. 

Multiple products may be added to a customer’s subscriptions. In that case the traffic allowance associated with each 
product is multiplied by the quantity. For example, in the subscription below the customer has subscribed to 1 x Starter 
1M (5Gb), 2 x 10Gb and 1 x 5Gb, giving a total allowance of 5 + 20 + 5 = 30Gb. 

 

 
Figure 1.2.2-3 Subscription Details  

 
If the traffic allowance associated with a set of products is zero, or blank, a traffic limit will not apply. 

As noted above, and product based traffic allowance may be over-ridden by setting a traffic allowance in the customers 
settings (see section 1.2.3). 

1.2.3 Per-Customer Configuration 
 

The system wide configuration of the feature may be modified on a per customer basis if required. The per-customer 
IPD  and lodgement failure SAND settings are on the “Banking details” page, and the per-customer CTL settings are on 
the “Network details” page of the customer settings. In both cases the “Status” flag indicates how the corresponding 
portion of the feature should be treated. The allowed values are as follows: 

1. “Default”: The system wide settings are used for the customer. 

2. “Off”: The feature is disabled for the customer  - i.e. the customer will not be notified or automatically 
disconnected. 

3. “Override Defaults”: The values specified in the customer details override the corresponding system wide values. 

4. “Deferred”:  Allows an operator to defer SAND running for individual customers until a specified date.  
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5. Note: If status is not set to “default”, the status will be visible from the “customer details” page under the billing 
section 

In addition, for the CTL based SAND, a “Monthly Traffic Limit” in Gb may be set for the customer. If this field is set 
to a non-zero value, this CAP will apply rather than the CAP calculated based on the customers subscriptions.  

 

 

2 Features 
2.1 Invoice Due based SAND (Throttling Configuration & 

Properties) 
 

Operators may also setup a throttling limit in order to cut off some part of a customer Internet speed if they fail to pay 
their invoice. 

In order to take advantage of the throttling system Invoice Payment Due based SAND (Fig. 2.1-1) must be set to 
“Notification Emails + Throttling / Auto Disconnection”. 

 

Figure 2.1-1: Customer Invoice Payment Due based SAND 

 

Three options are available: 

Off – Customer Invoice SAND is off.  None of the boxes are checked. 
 
Notification Emails – Customer will only receive notification emails about their invoice date, but no further action will 
occur. 
 
Notification Emails + Throttling/Auto Disconnection – Customer will receive notification emails and appropriate 
action will take place if the Customer did not pay for an invoice. 
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In order for action to take place the field must not be left blank.  

Note: The fields can be overridden on a per customer basis under “Network details” tab (Fig. 2.1-2) 

 

Figure 2.1-2: SAND under Customer “Banking details” 

When the “Notification Emails + Throttling/Auto Disconnection” option is selected the following actions take place: 

Disconnection Date Throttling Date Default Action* 

Blank Blank No action is taken 

Set Blank Customer disconnected if invoice still 
unpaid by set threshold 

Blank Set See Section 2.1.1 below 

Set Set See Section 2.1.2 below 

 
2.1.1 Throttling Priorities 
 

1. Customer is assigned to a bucket with a throttling threshold set 

The customer will be automatically moved to the “throttle” bucket that is associated with their regular bucket. 

2. Customer is not assigned to a bucket with a throttling threshold set 

No action will be taken. 

 

2.1.2 Disconnect / Throttling Priorities 
 

1. Customer is assigned to a bucket with a throttling threshold set 

Throttling action occurs. See 2.1.1 (1.) 

2. Customer is not assigned to a bucket with a throttling threshold set 
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The customer will be disconnected if they did not pay off their invoice after the period that is specified under 
“Disconnection date” field. 

3. Customer is not assigned to a bucket with a throttling threshold set & Customer did not reach 
disconnection threshold 

No action is taken. 

 

2.2 Invoice based SAND Auto-Reconnect 
 

The invoice based SAND (Subscriber Auto Notification/Disconnection) system has been enhanced to automatically 
reconnect customers whose overdue invoices have been paid by EFT or Non-EFT methods. 
 

 
Figure 2.2-1: Invoice Processing 

 
 
Customers who have previously been disconnected by the invoice based SAND system will be automatically 
reconnected when the Operator lodges payments against all their outstanding invoices for which the “Invoice Date” is 
older than the period specified in the “SAND Invoice Disconnection Date”: 
 
 
 

 
Figure 2.2-2: Invoice Based SAND Settings 
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If any outstanding invoices remain for which the “Invoice Date” is older than the period specified in the “SAND 
Invoice Disconnection Date”, then the customer will not be automatically reconnected. After the lodgment process is 
completed a summary page will be displayed showing a list of customer who were reconnect by the SAND system. 
 

 
Fig 2.2-3: Reconnected Customers 

 

2.3 SAND Overage Billing 
 

The SAND Overage Billing feature is in addition to the existing SAND checks. It implements the billing for overage 
bandwidth usage where applicable. The checks are performed on a daily basis along with other SAND checks. It is good 
to note that operators can specify the exact time these scripts are executed from the ‘modify WISP’ page. The overage 
billing calculates the customer traffic allowance from all their current subscriptions and checks if the current customer 
usage is over a predefined threshold. If it is, then the system lists the customer ‘Overage’ subscriptions and for each one 
of them adds a ‘once-off’ recurring position that will be picked up on the next invoice. Additional traffic allowance will 
also be added at this stage (based on the traffic allowance of the products used for ‘Overage’ subscriptions). 
 
Note: Additional traffic allowance is not only valid within one billing cycle, it is valid until it is completely used up and 
this will be automatically split over several months 
 

2.3.1 Enable SAND Overage Billing 
 

The SAND Overage Billing feature is enabled from the ‘modify WISP’ page. The Operator needs to ensure that: 

1. Customer Traffic Limit based SAND is set to Notification Emails + Overage / Auto Disconnection 
 

2. Overage Threshold has to be set to a numeric value representing the percentage threshold of customer 
allowance.  

 
1. Note that Overage Billing is disabled if the overage threshold is not set or set to ‘0’  
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Figure 2.3.1-1 “Operator Details” page – SAND section  
 

2.3.2 Override global SAND settings from customer details page 
 

Global, operator SAND settings can be overridden for a particular customer from the ‘network details’ page (see screen-
shot below). To override the Overage Billing settings the Operator needs to: 

1. Set Status to Override Defaults in the Subscriber Auto Notification/Disconnection  
 

2. Set Overage Threshold to the value of your liking.  
 

 
Note that if Overage Threshold is not set or set to ‘0’ when Status is set to Override Defaults, the Overage 
billing check will be turned off for the particular customer 
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Fig 2.3.2-2 “Customer-Network Details” page – SAND section 
 

2.4 Billing Issue Auto-Creation/Closure  
 

Billing Issues can now be assigned a type. These types can be defined and customised to the operator’s needs by going 
to Settings >> Billing Issue Types. 

 
Figure 2.4-1 Defining Billing Issue Types 

 
From this page, the user can define: 
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1. The name of the type. 
2. Whether this particular type signifies that the customer is over due or not. 
3. Whether SAND can automatically create this type of billing issue (only one type can have this trait) 
4. Whether SAND can automatically close this type of billing issue. 

 

 
Figure 2.4-2 Billing Issues Definitions 

 
 
A column has been added to the Billing Issues table (Customers >> Billing Issues) to show each billing issue’s type. 
Also, the table can be filtered by each defined type of billing issue. 

 
Figure 2.4-3 Billing Issues Table  

 
Similarly, when we are adding or modifying a billing issue, a drop-down has been provided for the user to assign a type 
to the billing issue. 

 

 
Figure 2.4-4 Modifying a Billing Issue 
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2.4.1 SAND Billing Issue Automatic Creation & Closure  
 

To enable SAND automatic billing issue creation, there are two things that must be done. 

1. Define exactly one billing issue type, which can be created automatically by SAND (see Fig. 2.4-2). 
2. Check the “Create Billing Issue” check box under “Invoice Payment Due based SAND” under “WISP 

Settings”, and specify the “Create Billing Issue Date” (see Fig. 2.4.1-1). 
 

  
Figure 2.4.1-1 SAND Configuration in WISP settings 

 
With these two steps completed, at its next scheduled execution, SAND will create a billing issue for each customer 
who has one or more invoices which are sufficiently overdue. 
 
See below for an example of a billing issue that was created automatically by SAND. Note that all relevant details are 
automatically populated, as you would expect. 

 
Figure 2.4.1-2 Automatic Billing Issue Creation 
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Once the invoice is paid, the next time SAND executes, it will automatically close the billing issue. See below, the 
invoice is now marked as paid and the history has been updated. 

 
Figure 2.4.1-3 Automatic closure of Billing Issue 

 
 

2.5 Traffic Limit Based SAND (Throttling Configuration and 
Properties) 

 

SIMPLer Subscriber Auto Notification / Disconnection (SAND) system has been upgraded to allow Operators to 
throttle Customers to the appropriate level of downlink/uplink rate after they reach their monthly bandwidth allowance 
limit. Until now three functionalities were available:  

• Email Notification 
• Disconnection 
• Overage – automatic charge 

An additional option has now been added giving Operators the ability to limit a customer’s bandwidth speeds (throttle) 
until more bandwidth has been added to their account. In order to setup the SAND system Customer Traffic Limit 
based SAND (Fig. 2.5-1) must be set to something other than “Off” under the WISP setup (users->Modify WISP). 
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Figure 2.5-1: Customer Traffic Limit Based SAND 

 

The following options are available: 

1. Notification Emails – Customer will only receive notification emails about their usage, but no further action will 
occur. 

2. Notification Emails + Overage Billing/Throttling/Auto Disconnection – Customer will receive notification 
emails and appropriate action will take place if the customer reaches their limit. 

3. No boxes are checked: No action taken. 
 

Note: A customer’s bandwidth limit is calculated based on their product subscriptions. 
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If a field threshold is left blank then the no action is taken for that process.  

Note: SAND settings can be overridden on a per customer basis under their “Network details” tab (Fig. 2.4-1) 

 

Figure 2.5-2: SAND Customer Override 

 

2.5.1 Overage/Throttling Priorities 
 

1. Customer has an “Overage” product assigned to their subscriptions 

The customer will be automatically charged if they reach their bandwidth limit. 

A customer’s bandwidth limit is recalculated on the last day of each month. If a customer paid for 5 GB of overage but 
only used 4.5 GB then 0.5 GB will be carried forward to their allowance for the next month.  There is a setting to make 
sure that CAP is not carried over if operators need to enable this. 

2. Customer does not have an “Overage” product assigned & Customer is assigned to a bucket with a 
throttling threshold set 

The customer will be automatically moved to the “throttle” bucket that is associated with their regular bucket. 
Throttling can be set up on the “Traffic Shaping Bucket” page (Fig. 2.5.1-1). To get to this page, click on the 
“Network” tab à “Gateway Details” à “Table View” (Fig. 2.5.1-2). 
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Figure 2.5.1-1: Traffic Shaping Bucket Setup 

 

  

 

Figure 2.5.1-2: Gateway Details 

 

When a customer has been moved to the throttle bucket it will be indicated in on the customer details page as in Fig. 
2.4.1-3. A customer can be manually moved back to a regular bucket in the normal manner in which buckets are 
assigned (Fig. 2.4.1-4.) However, unless additional bandwidth is added (or the SAND system is disabled for this 
customer) they will be moved back to the throttle bucket during the next SAND run. Customers will automatically be 
moved back to their regular bucket at the beginning of the next month. 
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Note: WIB files must be updated after making bucket changes. 

 

Figure 2.5.1-3: Customer Details 

 

 

Figure 2.5.1-4: Customer Network Details 
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Note: Customers cannot be moved to the throttle bucket manually. 

 

3. Customer does not have an “Overage” product assigned & Customer is not assigned to a bucket with a 
throttling threshold set 

No action will be taken. 

 

2.5.2 Disconnect/Overage/Throttling Priority 
 

1. Customer has “Overage” product assigned 

Overage action occurs. See 2.5.1 (1.) 

2. Customer does not have an “Overage” product assigned & Customer is assigned to a bucket with a 
throttling threshold set 

Throttling action occurs. See 2.5.1 (2.) 

3. Customer does not have an “Overage” product assigned & Customer is not assigned to a bucket with a 
throttling threshold set 

The customer will be disconnected if they reach their allowed percentage of their bandwidth limit (as calculated by their 
assigned subscriptions and the SAND disconnect percentage). The customer will be automatically reconnected at the 
end of the month. 

4. Customer does not have an “Overage” product assigned & Customer is not assigned to a bucket with a 
throttling threshold set & Customer did not reach disconnection threshold. 

No action will be taken. 

 

2.5.3 Customer Reconnection, Payment Lodgement and Notification 

Throttled customers who pay off their invoice(s) through the End User Portal (Fig. 2.5.3-1) or send in a payment, which 
is lodged as an EFT, or Non-EFT payment (Fig. 2.5.3-2, 2.5.3-3) will be automatically moved back to their regular 
bucket. Notifications of this will be sent to the Operator (Fig 2.5.3-4). 
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Figure 2.5.3-1: End User Portal payment 

 

 

Figure 2.5.3-2: Generating Lodgment (1) 
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Figure 2.5.3-3: Generating lodgment (2) 

 

  

 

Figure 2.5.3-4: Notification Email 

 

2.6 SAND Excluded Days of Disconnection  
 

As discussed in Section 1.2.1.3, an Operator has the option to exclude certain days of the week and certain calendar 
days on which SAND will not run. This can be set in the Global WISP settings. In order to find these settings, Go To à 
Users à Add/Modify WISP. 

 

 

Figure 2.6-1 “SAND run – exclude days of disconnection” WISP settings 
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1. Exclude days of week 

An Operator has the option to select particular days of the week on which to exclude SAND runs. An example of 
where this is particularly useful is if an Operator does not open on a Sunday and if they are not able to provide a 
call in or support service; an Operator can select to exclude Sundays from SAND runs. This will ensure that 
customers are not disconnected on days on which an Operator will not be able to provide support.  

 

2. Select days to be excluded 

An Operator will also have the option to select particular calendar days on which to exclude SAND runs. An 
example of where this is particularly useful is if an Operator would like to exclude days on which national 
holidays fall on. This is similar to the option above, however this allows operators to select specific days of the 
year i.e. 25th December 1st January and the 4th July. 

 

3. Excluded days 

This field outlines the days that the Operator has chosen to excluded using the select days to be excluded option. 
This will display the days selected using a dropdown list. This field will also give the Operator the option to 
delete certain days where necessary.  

 

2.7 Operator emails 
 

An additional email type has been added that can be customized by the Operator under global WISP settings (Fig. 2.6-
1). This only needs to be set if the default e-mail notification text is not sufficient. 

Sand_traffic_throttling_treshold 

Figure 2.6-1: Operator Emails 

 

The remainder of the customizable traffic based SAND email types are: 

 

sand_traffic_overage_treshold 

sand_traffic_disconnection_treshold 

sand_traffic_email_treshold_1 

sand_traffic_email_treshold_2 
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An additional email type has been added that can be customized by the Operator under global WISP settings (Fig. 2.6-
2). This only needs to be set if the default e-mail notification text is not sufficient. 

Sand_invoice_throttling_date 

 

Figure 2.6-2: Operator Emails 

The remainder of the customizable invoice based SAND email types are: 

 

sand_invoice_email_date_1 
sand_invoice_email_date_2 
sand_invoice_disconnection_date 
sand_invoice_throttling_date 
 
lodgement_failure_email_1 
lodgement_failure_email_2 
lodgement_failure_email_3 
lodgement_failure_disconnection 
 
 

2.8 Ability to defer SAND and exclude disconnection on specific 
days 

  
SAND (Subscriber Auto Notification/Disconnection) system has been improved to allow an Operator to 1) defer its 
running for individual customers until a specified date as well as 2) select days when SAND will not disconnect 
customers. 
  
1) The first option is customer based, meaning SAND status can be overwritten on per customer basis (fig. 2.8-1) 
 

 
 

Fig. 2.8-1. SAND status - “Deferred” 
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The “Deferred to” option allows an Operator to defer SAND until the date chosen. Unlike option 2) option 1) will 
completely disable the SAND system until the specified date. That means that notifications, overage charges, and 
throttling will not take place along with not disconnecting the customer. The customer's current SAND status can be 
found on the “customer details” page (Fig 2.8-2.)  

  
 

 

Fig. 2.8-2. Information about current SAND status 
  
After the date specified SAND will run again and the customer's SAND status will be changed back to “default”. 

If you wish to change a customer's SAND setting you can do so under their Network or Billing details. Network settings 
control the traffic limit based SAND whereas billing details control the invoice payment due based SAND and the 
lodgement failure SAND. 
  
2) Another vital improvement for Operators is the ability to specify the days on which SAND will not be able to 
disconnect customers. Operators can specify days of the week (i.e. weekend) or specify the exact dates when SAND 
should not disconnect the service (Fig. 2.8-3). 
  
Note: Operators should take "Disconnection Time" into consideration when selecting exclusion days/dates. For 
example if the disconnection time is 23:50 and the operator doesn't want customers to be disconnected over the 
weekend they should check off Friday and Saturday as opposed to Saturday and Sunday. 
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Fig 2.8-3. SAND excluded days 

 
 

2.9 Future Post Dates 
 

A feature has been added that allows a SIMPLer user to schedule a customer's status to be changed to post at some date 
in the future. Set a customer's status to post in the normal way and choose a date for the status change to take effect. 
(See fig. 2.9-1)SAND will check to see if any customer's are due to be set to post each time it runs. 
 

 
Fig. 2.9-1: Future Post Dates setitng 

 

Back on the customer details page, we can see that the customer is still set to current but that there is a note underneath 
saying that the status will change to post at the date shown. (See fig. 2.9-2) 
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Fig. 2.9-2: Customer Details 

 

2.10 Weekly Based SAND 
 

SAND (Subscriber Auto Notification/Disconnection) system has been upgraded to allow calculation to run on a weekly 
basis. 

Weekly based SAND will start running at the day specified under global SAND settings (Fig. 2.10-1) and will do any 
overage CAP recalculation/unthrottle customers on the last day of the week specified, i.e if SAND starts on Wednesday 
it will reset customer usage data next Tuesday and will start again next Wednesday.  All traffic allowance assigned to 
products/ customer accounts will be treated as a weekly allowance if weekly SAND is turned on. 

 

Fig. 2.10-1: Calculation Period under Global WISP Settings 
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2.11 Automatic Reconnection Fee 
 

A new feature has been added to the SIMPLer system that allows Users to assign a product of “reconnection” type to 
the customer account. Customers who were disconnected/throttled by SAND (Subscriber Auto 
Notification/Disconnection) system can be charged with this reconnection fee while being reconnected. 

In order to enable this feature create this “reconnection product”, i.e. go to the “products” main menu and click “Add” 
button (Fig. 2.11-1). 

 

Fig. 2.11-1. “Products” page. 
  
Create this product specifying all required details. Select “Reconnection” from “Subscription Default Type” drop-down 
list (Fig. 2.11-2). 
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Fig. 2.11-2. Create “Reconnection” product. 

  

Go to the customer account and click on “Subscription details >>” link (Fig. 2.11-3). 

 
Fig. 2.11-3. “Subscription details >>” link. 
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On the “Subscription Details” page select your previously created reconnection product and add it to the subscription 
list (Fig. 2.11-4). Click “Update Subscription Table” in order to changes take effect on customer subscription details. 

 
Fig. 2.11-4. “Subscription Details” list 

On customer account you will see that customer has “Reconnection Product” assigned (Fig. 2.11-5).      

 
 

Fig. 2.11-5 “Reconnection Products” on customer account 
  

This assigned product is non-recurring product. It is just a notification to the SIMPLer system that the customer should 
be charged for reconnection when reconnection occurs.       

Now assume that customer has outstanding invoices and was disconnected by SAND system (Fig. 2.11-6) 
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Fig. 2.11-6. Customer disconnected by SAND system 

  
The customer can be reconnected using the following methods: 

1. EFT / non-EFT payment (i.e. “invoices->Add EFT Payment/Add non-EFT Payment”) 
2. Custom CC Payment 
3. Custom E-check Payment 
4. Direct Customer Payment in EUP (End User Portal) 
5. Moving Customer manually from "post" to "current" state 

Once-off “Reconnection Fee” subscription will be added to the customer account and will be added to the next 
customer's invoice (Fig. 2.11-7). 

 
Fig. 2.11-7. Reconnection subscription 

 
The customer can also be disconnected by reaching their bandwidth allowance and they will be reconnected at the 
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beginning of the new period. The reconnection fee will be added to customer account by the SAND system. An other 
way to reconnect is by buying additional bandwidth directly from the EUP (Fig. 2.11-8). 
  

 
Fig. 2.11-8. Buy Bandwidth Product and reconnect customer 

  

An example of an invoice is shown on figure 2.11-9. 

 
 

Fig. 2.11-9. Invoice Example. 
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2.12 Carry Over unused top ups to next month 
 

The enhanced ability to select whether or not unused top ups can be carried over to the next month is now available as a 
feature in SAND.  If you do not wish for tops ups to be carried over to the next month please check the box “Do not 
carry over overage top-ups to the next period” under the Customer Traffic limit Based SAND settings in SIMPLer.  If 
you wish for these top ups to carry over please leave this box unchecked as per fig. 2.12-1. 

 

Fig. 2.12-1: Do not carry over top ups to the next period 

 

Operators can also check this setting on a per customer basis under the network details as per fig. 2.12-2. 
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Fig. 2.12-2: Per customer settings 

 
 

2.13 Prorate initial month usage flag 
 

The enhanced ability to select whether or not CAP is prorated in the first month of billing is now available as a feature 
in SAND.  If you do not wish for CAP to be prorated in the first month month please check the box “Do not prorate the 
CAP in the first month” under the Customer Traffic limit Based SAND settings in SIMPLer.  If you wish for CAP to be 
prorated please leave this box unchecked as per fig. 2.13-1. 
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Fig. 2.13-1: Do not prorate the CAP setting 

 

Operators can also check this setting on a per customer basis under the network details as per fig. 2.13-2. 
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Fig. 2.13-2: Per customer settings 

 

2.14 SAND minimum Amount Owed 
 

A new option has been added to the SAND (Subscriber Auto Notification / Disconnection) feature that allows operators 
to specify a minimum  amount owed which SAND runs for. Earlier SAND ran for each customer who was due 
regardless of the amount due. Now it is possible to set the minimum amount. If a customer owes less than a specified 
value SAND will not notify / disconnect them.  The option can be found under "settings->Modify WISP (Subscriber 
Auto Notification / Disconnection section)". (See fig. 2.14-1) 
 

 
Fig. 12.14-1: Minimum amount owed 

 

2.15 Limit Traffic Emails Amount 
 

A new feature has been added which allows an operator to limit the number of Traffic SAND emails they send within a 
month to a customer.  
 
The 'Email Limit' feature can be very useful for operators that use automated overage billing with a small overage 
allowance - when customers go over the CAP multiple times a month/day. Using this feature, an operator can limit the 
number of notices a customer will get to a predefined number. This option might vastly improve a customer's 
experience.  The configuration for these emails is set under modify WISP as per fig. 2.15-1. 
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Fig. 12.15-1: Monthly email limit 

 
 

2.16 Overage T & C Agreement Page 
 

A new feature has been added to SIMPLer that allows operators to display an "Overage T&C Agreement" page to 
customers that have been disconnected by the SAND (traffic) process as a result of exceeding their monthly CAP. A 
customer will have the choice of whether they want to agree to Overage T&C and be automatically billed for the 
Overage used going forward (indefinitely or until the end of the current month) or they may choose to deny the terms 
and be disconnected until next month. 
 
The "Overage T&C Agreement" page can be enabled from "Modify WISP" page. Under the "End User Portal Settings" 
section there is a set of "Overage Agreement Page" settings (see fig. 2.16-1) that can be used to enable this feature.  
 

 

Fig. 2.16-1: Overage T&C 
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2.17 Divide Subscription Allowance by Customer Frequency 
 

A new option has been added to the global SAND settings which allows operators to set their Traffic Limit Based 
SAND to divide customer subscription allowance by customer frequency.  
 
This might be the desired option in a case where a customer has a yearly subscription but the operator wishes for the 
traffic allowance to be divided by twelve rather than to allocate the full bandwidth twelve times, as SAND runs on 
monthly usage.  An example of this is for a customer on a yearly subscription (product has an allocation of 360GB), the 
operator would like this to be divided by frequency (ie by 12) to allocate 30 GB per month.  To enable / disable this 
option: 
 
Step One) Visit the settings -> modify WISP page. 
 
Step Two) Scroll down to the Subscriber Auto Notify / Disconnect section. 
 
Step Three) Check the box called “Divide Subscription Allowance by Customer Frequency”. (See fig. 2.17-1) 
 

 
Fig. 2.17-1: Divide Subscription Allowance by Customer Frequency 
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